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Endpoint Detection and Response (EDR)

(source: Garther)

The MARKET OPPORTUNITY:

«  $400m market by 2016
($200m in 2014)
Growing 50% YR/YR
Added value for your AV customers

A new business opportunity for you
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RSA ECAT

EndpoinJr Thread Protection
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RSA's Endpoir\Jr solution - ECAT

Detect & Confirm Scope Impact

Remediate Investigate y Learn

© Copyright 2015 EMC Corporation. All rights reserved.



RSA's EndpoinJr solution - ECAT
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ECAT Examp\c

Cryp’ro—Ransomwarc Use Case

i L RSA ECAT Detection & Infection Blocked and
Infection > Spear Phishing ~ Blocking System ) remediated

Levell Machine Forensics

InstantIOCs  Suspect Level  Analysis
triggered score elevated =
[ 26
1K “““
_i:,t;f;imei;tfg: Back-office
Crypto-Ransomware injected into l Blacklist 76el@clb.exe

explorer.exe & svchost.exe Qj Blocking 76el@clb.exe

Explorer.exe:2352 | jscript.dll;vbscript.dll
Running auto-delete vssadmin.exe System rQES/\




Scalable Multi-server Architecture

Key Points

1 Primary Server
per deployment

« 50k hosts per
server

« Secondary Servers
deployed as needed

 ConsoleUI connects
to Primary for

unified view

ConsoleUlI

-- EE l Hash DBs |
|

]
q | OPSWAT Metascan |

——————— YARA - STIX
Primary Server Engine

e

Windows & Mac Endpoints & Servers (physical & virtual)
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Relay For Roaming agents

Azure
Amazon
DMZ

-
ECAT Relay for
Roaming agents

A
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ECAT Agent

D
ECAT Agent
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RSA's ECAT key benefits

« Visibility
— Able to instantly detect successful attacks, commonly missed by
signature based solutions
— Small footprint on systems

- Analysis
— Identify the behavior of malware
— Determine the scope and impact of the attack
— Identify the point of infection

 Action

— Able to block malware and prevent it from spreading or running on
other systems
RSA
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RSA Security Analytics - Next level visibility
Visibility Analysis Action

\\\LIVE

Capture
Time Data
Enrichment Archivin®
qus
oetect\o“
Pivotal HD
"'areho\lse
INTELLIGENCE ’)) Threat Intelligence | Rules | Parsers | Feeds | Reports | RSA Research
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RSA 5ccur'i+y Ana\yﬁcs results

 Visibility

— Able to alert on & confirm successful attacks
- Analysis

— Identify if, how & what was lost

— Determine the scope and impact of the attack
— Identify the root cause

« Action

— Able to gather intelligence needed to define and prioritize the
appropriate actions

RSA
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RSA's Overal Benelits

@ Detect and analyze before attacks impact the business ‘

Investigate, prioritize, and remediate incidents

@ Unleash the potential of your existing security team ‘

Increase efficiency and mitigate risk effectively ‘

RSA




QLA - RSA ECAT Free Trall

http://rsa.im/ecat-trial

SITUATIONAL
AWARENESS

you never know what's sneal
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http://rsa.im/ecat-trial
http://rsa.im/ecat-trial
http://rsa.im/ecat-trial

Next steps fFor RsSA ECAT Partners

 Visit us for 1-1 Q&A
e Sign up as a RSA Securworld Partner

 Joint “attack plan”
— Implement an ECAT Evaluation
— Implement and ECAT NFT
— Invest in technical ECAT training
— Sales team training via partner portal
— Invest with distribution in Demand Gen
— Endpoint health check service?

RSA
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Win a wicked RsSA t-shirt!

* "Non-technical ©” Hans & Mortel, RSA Security
— Partnership discussion
— Morten fra Infinigate

« Technical: Sebastiaan & Marcel, RSA Security
— RSA ECAT 1-1 Q&A

* Further contact:
— Hans.Liljedahl@rsa.com +46 725540789
— Morten.Hakonsen@infinigate.no +47 99536333
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17



EMC

EMC, RSA, the EMC logo and the RSA logo are trademarks of EMC Corporation in the U.S. and other countries.



