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Top Customer Drivers

1. Who and what can connect regardless of device and location
2. Personal devices, privileges and loss of data
3. Enforcing separate enterprise and guest authentication with policies

2. BYOD/Device Loss 3. Authentication1. Mobility
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Why A Move to Policy Management?
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EMM / MDM
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RADIUS

Guest Server
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Employee

Employee BYOD
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Inconsistent User 
Experience and Policies
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Token
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IDENTITY
SOURCES



10 CONFIDENTIAL © Copyright 2015. Aruba Networks, a Hewlett Packard Enterprise Company. All rights reserved.

The ClearPass Platform

ClearPass Policy Manager

Guest Onboard OnGuard

Hardware or 
VM Appliances

(500, 5,000 or 25,000)

Expandable Applications Remote Location



What’s Inside

Base Services
Policy Engine

RADIUS/CoA

TACACS+

Profiling+

+100 RADIUS 
dictionaries

Advanced reporting

IT Tools
Policy simulation

Access tracking

Template-based policy 
creation

LDAP browser

Per session logs

User Tools
AirGroup

Bonjour/DLNA

Device registration

Certificate revocation

Basic guest

Free Add-ons
Pool of 25 Lic.

Onboard

Guest

OnGuard

Exchange 
API

Syslog
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Adaptive Trust Context Sharing

User and Device

FW policy adapts to needContext sharedEmployee access

• Thomas
• Mac OS 10.9.3
• Marketing
• 10.0.1.12

• Works with AD, LDAP, ClearPass dB, SQL dB 
• No agents/clients required
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Adaptive Policy Using Device Ownership

Enterprise Laptop BYOD Phone

Authentication EAP-TLS

SSID CORP-SECURE

Authentication EAP-TLS
SSID CORP-SECURE

Internet OnlyInternet and Intranet
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Adaptive Policy Using Device Ownership

Enterprise Laptop

Authentication EAP-TLS

SSID CORP-SECURE

Authentication EAP-TLS
SSID CORP-SECURE

Internet OnlyInternet and Intranet

1. Uses same identity store and EAP type
2. Leverages profiling and owner data
3. No need for separate SSIDs
4. Works at the office and over VPN 

BYOD Phone



Today’s Reality –
What the Media is Blowing Up

Traditional security 
perimeter is broken

Mobility means threats 
originate from within



Time for a New Mobility Defense Model
Perimeter Defense

IDS/IPS

Firewalls

Adaptive Trust Defense

Firewalls

IDS/IPS/AV

EMM/MDM

Physical

Web
gateways

A/V

Access Policy Management 

Network 
Infrastructure



ClearPass Exchange –
3rd Party Integration

Perimeter Defense 

Infrastructure

MDM / EMM

Auth & Automation

Traffic 
protection: 

user and 
device data

Visibility 
and 

interactive 
control 

features

Device-
based 

Controls 
and 

Policies

Controls
for Wi-Fi 

and
wired
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Why ClearPass versus Legacy AAA?

Scales for mobility – re-authentications, 
locations, many device types

Session context captured and shared –
users, devices, location…

Provides policy management with 
differentiated access

Supports high 
scale environments

✔

Replaces ACS, 
NPS and others

✔

Built-in profiling 
and reporting

✔
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Why Automated and Secure Workflows

Yesterday
IT handed out devices

Today
Users choose their devices
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Challenges You Can Solve

Repetitive Help Desk and IT Calls

Password issues and theft

Device and app management

Policy enforcement
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ClearPass Advantage - CA Purpose-built for BYOD

Built-in ClearPass CA

ClearPass Onboard & Exchange
No Pollution of Enterprise Public 

Key Infrastructure (PKI)

IT-Managed
Devices

Key & 
Certificate

• Domain

Key & 
Unique 

Certificate

• Domain
• User
• Device

BYOD 
Smartphone

VA RACA

Certificate
Authority

Validation 
Authority

Registration
Authority

ClearPass
with Onboard

CA

AD

Active
Directory
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ClearPass Advantage - CA Purpose-built for BYOD

ClearPass Onboard & Exchange
No Pollution of Enterprise Public 

Key Infrastructure (PKI)

IT-Managed
Devices

Key & 
Certificate

• Domain

Key & 
Unique 

Certificate

• Domain
• User
• Device

BYOD 
Smartphone

VA RACA

Certificate
Authority

Validation 
Authority

Registration
Authority

ClearPass
with Onboard

CA

AD

Active
Directory1. Onboard CA complements a PKI

2. Certificates include user and device data
3. No need to touch an AD when devices lost, stolen or 

replaced
4. Social logins work when no AD – think K-8

Built-in ClearPass CA
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Managing Personal Devices

Replaced often 

Android, iOS, Windows

Work & personal use

Access from anywhere

User owned

Who can onboard?
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Why ClearPass Onboard?

Self-service workflows

• Automated configuration:
Network settings and certs

• Can include in MDM/EMM 
workflows

• Built-in certificate authority (CA):
Including user and device data

• Add security without increasing 
IT workload or user frustration
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Authentication Using Unique Device Certificates

User’s device
redirected to portal1 User enters AD credentials 

to start onboard2 Automatically places user 
on proper network segment3

Doctor

Easy No PasswordsSecure

Enter the password for “Acme-net”75%
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Authentication Using Unique Device Certificates

User’s device
redirected to portal1 User enters AD credentials 

to start onboard2 Automatically places user 
on proper network segment3

Doctor
Enter the password for “Acme-net”75%

• IT determines who can onboard devices
• Access differentiated by role and device
• Devices not entered into active directory
• No need for employees on guest network

Easy No PasswordsSecure
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Onboard Highlights

Sponsor 
Approved 

Social 
Login 

Web-based 
Enrollment 

Windows 
Phone
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Challenges Delivering Guest Access

Everyone expects access –
even employees

Often requires staff to 
assist each guest

Open Network!

Little to no security 
& reporting

✗

✗

✗
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Why ClearPass Guest?

Any industry,
any # of guests

Any device, any
network vendor 

Self-service / 
sponsor / social

Internet / managed 
Intranet

Portal fits phone, 
laptop, tablet

Only secure guest 
app in industry
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Customizable Portal Features

Your branding and data fields✔

Advertising – mobile app, more…✔

Integration with 3rd party billing & 
property management systems

✔

Portal per department, location✔

Social login, MAC cache, QoS✔
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Access Network

Sponsor confirms 
guest is valid

ClearPass Guest

Account enabled, 
visitor notified via 
screen, SMS, or emailVisitor 

information
collected

New Visitor

Sponsor

Self-service with Sponsor Example

1
2

3
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Scalable for Any Environment

Set # of Guests
Standard Guest for Enterprise, EDU

High Guest Turnover
High Capacity Guest (HCG) for Airports, 
Arenas, Entertainment Venues
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Guest Highlights

• Agilysys and Protel Property 
Management Systems

• New RESTful APIs: Guest, Onboard, 
Platform, SMS

• Custom Web Status/Error Pages
Prebuilt for error status (can be customized)

• New Galleria Skins Included 

• Media4U SMS Gateway 
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• Check health before 
network access

• Persistent and dissolvable agents

• Multiple operating systems 
supported

Endpoint Health
• Can also be used with 

BYOD workflows

Why ClearPass OnGuard?
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Automate Device Health Checking

Block access to network resources 
across wired, wireless & remote

Minimizes risk to network
Allows user self service

ClearPass OnGuardAccess Network

Detect 
non-compliant 
devices

Auto-remediate 
the device



Resources
www.arubanetworks.com

Exchange, Adaptive Trust, promotions




